
Security News bits  
 

 
MS Word vulnerability exploit on the loose  
A new worm has started circulating around the internet 
exploiting a previously unknown security vulnerability in 
MS Word. Organisations are recommended to ensure that 
their anti-virus is up-to-date with signatures for this worm 
and to ensure that employees are aware of the risks of 
opening MS Work and other documents.  
Read more at http://www.kb.cert.org/vuls/id/446012 

 
Korean zombie king busted 
The south Korean authorities have arrested a young man 
who is alleged to have run a bot-net of roughly 16,000 
compromised computer systems. He is believed to have 
used the zombie net to send up to 18,000,000 spam email 
messages every day. 
Read more at http://times.hankooki.com/lpage/200605/
kt2006051716470168040.htm 
 

Confidential information leaked on Google 
New Zealand researchers have conducted a study of the 
amount of confidential information, including backups and 
databases, indexed on a daily basis by the Google search 
engine.   
Read more at http://www.pcw.co.uk/2156689 
 
 

Dates of interest  
 
 

 AusCERT 2006  
 21st to 26th May 2006 
 Read more at http://conference.auscert.org.au/  
 
 Global Security Week 2006 
 4th to 10th September 2006.  
 Read more at  
 http://www.globalsecurityweek.com/ 
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Enterprise Security Logging   
 
By Mark Sayer, Principal Security Consultant 
 

After working with many companies over the years, it occurred 
to me that many of my clients were desperate for solutions to 
help them understand and monitor the security of their networks. 
Some invested significant amounts of money and resources into 
electronic network surveillance systems (a.k.a. intrusion           
detection systems), some invested in enterprise system          
monitoring tools and others used a variety of specialist tools to 
benchmark and monitor individual parts of their network.  Of all 
the companies I have worked with who have endeavoured to          
implement some sort of security monitoring, very few have    
ventured beyond looking at monitoring tools to the more broader  
issues of ongoing analysis, management and of course, response. 
 
What is the point in having an electronic network surveillance 
system if you have no capability of responding?  Yet I have seen 
so many companies invest hundreds of thousands of dollars on 
intrusion detection systems when they have no resources,  
processes or other means of conducting a coordinated response to 
a security incident. 
 
The simple fact is that there is no simple solution to network  
security monitoring and response. It’s an issue that requires a 
significant amount of analysis, planning and  ongoing  
commitment from the business to return any worthwhile results. 
 
However, it is possible to yield some real benefits from investing 
in security monitoring and response.  
 
 
 
 

Some of the benefits I have seen with clients we have worked 
with include: 
 

· Identification of problem areas – a client who implemented 
some basic monitoring of Windows security events, found 
out that an extraordinary number of password resets were 
being performed by the helpdesk on a daily basis.  
The implementation of a more suitable password policy  
significantly reduced this number.     
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What’s on that recycled paper? 
 
Recycling old printouts for use in the office by  
printing on the reverse side is a great way of helping the  
environment by reducing paper waste. It has become very  
popular over the last decade, with more and more offices  
becoming ‘green’. However, we must all be careful to ensure that 
the information on the reverse side of our recycled printouts does 
not contain sensitive or confidential information. 
 
If you do have printouts that contain potentially sensitive or   
confidential information, the best way to recycle is to place them 
in one of the secure recycling bins, or shred them first and then 
place into a normal recycling bin.   
 
It’s a good idea to only ever use old printouts containing publicly 
available information for re-use on the reverse side. 

 
 

Security Awareness Tip 
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Staff Profile  
 

 Tanith Collinson,  
 Customer Services Manager 
 
 Tanith has been part of the  
 NeoComm team for over 2 years, 

contributing her knowledge and skill 
in administration and customer 
service. 

 
 
How long have you been in the security industry?  
I started in IT back in 1997.  Since then I left the IT industry 
for a year and came back into it part time working with my 
partner. 
 
 

What are your interests?    
I enjoy gardening, puzzles & crosswords, movies, theatre, 
cooking and entertaining at home.  
 
More recently I have developed an interest in rally cars and 
am currently in the process of mapping out our own rally 
track for family and friends to test their driving skills, and to 
have a bit of fun! 
 
What do you do when you're not working?    
In the past I had volunteered at a local 
animal shelter taking photos of the cats and 
dogs for their website.  More recently 
developing my skills in desktop publishing, 
organising our car rally and enjoying 
catching up with friends and family.  
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Foster's Group, a global beverage company, 
recently engaged NeoComm to provide 
CARM (Counter Aggression Response 
Model) security training to their staff.  
 
 
 

The CARM training program equips employers and  
employees  to effectively address workplace violence  
issues, from aggressive customers and workplace bullies, 
through to armed robbery and terrorist attack. This award 
winning training has been developed specifically to assist 
employees and organisations which may be exposed to 
workplace aggression and violence, to respond profession-
ally and with personal safety top of mind.  
 
Foster’s Building Administrator, Ms Jody Cations, provided 
some insight into why Fosters believes in the importance of 
security training as part of employee professional develop-
ment, and how the training program was received. 
“Our staff are placed in frontline positions having to make 
decisions cautiously. Security training is important to ensure 
our frontliners have the skill level to deal with all levels of 
aggressive behaviour, threat and protection of our assets 
by challenging unauthorised opportunists”. Ms. Cations 
continued saying that, “security training is important to     
engage our staff to think differently and not just with their 
morals, they must use tried and tested practices to protect 
themselves and to provide a safe and professional corporate 
facility within their areas.    
 
For Foster’s Group, finding the right company to provide the 
right security training was an important process. “Without 
the right training for our staff, the security infrastructure 
will not defuse an aggressive situation, or provide staff with 
the confidence to challenge an intruder”.   Fosters found that 
many other providers either tried to cram too much            
information into the one day session, had content that was 
targeted towards the needs of senior management or was    
irrelevant to Fosters’ business.   

Foster’s staff found it easy to relate to the topics presented, 
which were “targeted at specific areas including defusing a 
situation and focusing on the service you provide and a    
satisfactory outcome for the company”.    
Maintaining people’s attention for a whole day, especially on 
a weekend, is no easy task regardless of the type of training 
being presented. However, having the  training delivered by 
a highly skilled and experienced instructor ensured that the 
delivery of the training was interesting and participants kept 
on their toes. According to Ms. Cations, “all were instantly 
at ease with the presenter, he gave us his background and 
immediately developed a great rapport with the staff without 
ever losing control of the program”. 
 

Immediately following the training, Fosters noticed that 
“staff were changing their attitudes towards managing  
situations differently, this is new territory for them, they 
were given the opportunity to practice skills several times 
building their confidence.  The program taught them to think 
of three options to satisfy people’s needs and not to be so 
regimented.  I think we have moved forward to where I want 
my staff to be, to be capable of dealing with situations    
without having to call for help from managers”. 
 
When asked whether Foster’s Group would recommend the 
CARM training program to others, Ms. Cations replied;   
“No doubt!  We've taken years to find the right company. 
We have fine tuned this program so this should be a breeze 
next year to organise.” 
 
If you would like some more information about the  
CARM training program and how NeoComm can help 
improve security and employee safety in your workplace, 
please contact one of our consultants. 

“staff were changing their attitudes  
towards managing situations differently” 

Case Study  
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· Implementation of strategic solutions – another client found 
that by involving the business more in the security  

 management process, more support and resources were made 
available to implement longer term solutions to security  

 problems, rather than continually fighting fires. 
 
· Witch hunt capability – one of the most common benefits of a 

coordinated logging and analysis of security events, is the  
ability to review system activity after the fact, in order to  

 identify patterns and to correlate events. This capability had 
proved useful in a number of cases, including wrongful  

 dismissal cases, civil and criminal proceedings and also for 
vindicating employees of wrong-doings. 

 
When looking at implementing a security monitoring program, I 
always think it prudent to start at the end.  Look at what response 
capability you want, then look at what information and in what 
format it should be in order to support your response capability.  
Finally, look at what tools and solutions you will require in order 
to provide that information. 
 
Building a Response Capability 
 
The type of response capability you need will depend on your 
business, industry, size and risk profile.  Essentially, you need to 
make sure you have a basic plan for responding to security  
incidents.  This should incorporate a set of policy statements 
which should form part of your organisation’s security policy.  
These policy statements should allocate responsibility and provide 
standing authorisation for typical response strategies.  I remember 
working with a large mining company a few years back, who  
believed their network security had been compromised by a hacker 
on the internet.  Their immediate response was for one of the  
system administrators to pull the connection to the Internet.   
Because of a lack of preparation, their response effort lasted for 
five days, by which time they were no closer to confirming 
whether or not a hacker had indeed  
broken into their network.   
This was about the time we arrived on 
the scene, and after twenty minutes of 
objective analysis, determined that no 
security breach had in fact occurred. 
 
As a result, their network had been  
offline for a week. Road warriors had 
been sitting in hotel rooms all over the 
world, unable to VPN into the network 
and prepare proposals, send and receive 
emails or any other routine tasks  
requiring the network.  A billion dollar 
B2B portal had been offline also,  
resulting in an estimated net loss to the 
business of around $500,000.00. 
 
As you can imagine, after the fact, the 
system administrator who made the call 
to pull the internet connection was  
reprimanded for his actions.  However,  
I would wager that had there indeed been 
a hacker in their systems and the system 
administrator hadn’t pulled the  
connection, he would also have been 
reprimanded.   
 
 

Because the action to be taken in the event of a suspected  
compromise of system security, hadn’t been considered and agreed 
upon prior to the event, accountability for a decision that had the 
potential to significantly affect the company’s bottom line, rested 
squarely on the shoulders of a twenty-something system  
administrator.  If nothing else, it is an unfair position to place your 
system and network administrators in. 
 
Ensuring that an approved course of action and standing  
authorisation is in place will help protect you and you employees 
from finger-pointing after the event.  Once you have your policy 
and some sort of guidelines in place you need to look at resourcing 
and support.  We generally  recommend the formation of some 
type of security incident response team (SIRT).  We recommend 
that a number of people be involved in this team, representing each 
of the key areas of your IT infrastructure (Server, Applications, 
Development, Network, Security, etc) as well as some key       
business areas that may need to be involved in a serious response 
such as legal and public relations. 
 

...continued page 4  
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Visit our new website  
www.neocomm.com.au  
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You will need to ensure that participating in the response team 
doesn’t involve too much interference with each member’s 
daily routine. We have found that a bi-monthly meeting for no 
more than one hour is sufficient to discuss issues and changes 
to systems and infrastructure, in order to support the response 
capability. One of the key issues this team needs to address is 
the correlation of information between systems.  
For example: time synchronisation, common usernames,  
standard naming conventions, etc. 
 
Analysis, Alerting and Reporting 
 
Once the response team has looked at what information is 
available from various systems, they will begin to identify 
gaps in the availability of information between systems. They 
will also begin to build a better picture of what information 
they would need to have access too, in order to monitor the 
security of their systems, as well as conduct an investigation. 
With this knowledge, the team can begin looking for analysis 
and reporting solutions that meet the specific needs of the 
team. 
 
Data Collection, Transmission and Storage 
 
Armed with a better understanding of the type of information 
required, each member of the team can begin tuning their  
specific systems and applications, to generate the right  
security messages.  
Then comes the questions of how to get the information from  
individual servers to a common repository. Some large  
organisations with a distributed network architecture will 
struggle to be able to push all relevant log information to a 
single location.  
 

For this and other reasons, it may be necessary to look at  
additional tools to help with the collection of information 
across the network. Several vendors provide enterprise  
logging tools to aid in the collection, correlation and reporting 
of network security events.  
 
Some of the tools that we have reviewed or worked with on 
behalf of our clients include: 
 

· Cisco MARS 
· Symantec Event Manager 
· Quest Intrust 
· Net Forensics 
· Kiwi Syslog 
· Systrack 
· Dorian’s Event Log 
· GFI LanGuard  
· Prism Microsystem’s Event Tracker 
· SNARE (Proprietary Engine, Open Source Agents) 
· OSSIM (Open Source) 

 
Conclusion 
 
Simply implementing an off-the-shelf intrusion detection   
system is not enough. Creating a capability to identify and 
respond to security breaches requires planning, careful    
analysis and long term support from the business. There are a 
great many tools and techniques available to assist in building 
a security monitoring solution    
capable of meeting your specific 
needs.   However, all the tools 
and systems in the world are not 
going to help you if you are not 
in a position to be able to react 
and recover in a coordinated 
manner. 
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About us 
 
NeoComm is an established Australian protective  
security consultancy firm with a solid reputation for  
delivering quality services that are exceptional value for money. 
 
Just some of the many services NeoComm provides are:  
�� Penetration Testing 
�� Physical and Information Security Review 
�� Security Awareness Strategies and Training 
�� Vulnerability Assessment 
�� Risk Assessment 
�� Security Policy Development 
�� Web Application Security Architecture 
 
We can tailor a service to your needs, contact us today. 

 

Contact us 
 
t: 61 3 9894 7720      
 
e: info@neocomm.com.au  
 
Visit our website www.neocomm.com.au 
 
If you know of anyone who might like to receive our 
newsletter, please forward on a copy. 
 
To unsubscribe send an email to info@neocomm.com.au with 
unsubscribe in the subject. 
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