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Enterprise Security Logging

By Mark Sayer, Principal Security Consultant

After working with many companies over the yearsccurred
to me that many of my clients were desperate fartiems to
help them understand and monitor the securityaf thetworks.
Some invested significant amounts of money anduress into
electronic network surveillance systems (a.k.ausion
detection systems), some invested in enterprigerays
monitoring tools and others used a variety of spetitools to
benchmark and monitor individual parts of theimmatk. Of all
the companies | have worked with who have ende&ebtar
implement some sort of security monitoring, veny feave
ventured beyond looking at monitoring tools to ingre broader
issues of ongoing analysis, management and of eprasponse.

What is the point in having an electronic netwarkveillance
system if you have no capability of responding? Meve seen
so many companies invest hundreds of thousandsliafsion
intrusion detection systems when they have no ressu
processes or other means of conducting a coordimasponse to
a security incident.

The simple fact is that there is no simple solutmnetwork
security monitoring and response. It's an issuerduires a
significant amount of analysis, planning and ongoi
commitment from the business to return any wortlemt@sults.

However, it is possible to yield some real bendfisn investing
in security monitoring and response.
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A new worm has started circulating around the mgér
exploiting a previously unknown security vulner#piin
MS Word. Organisations are recommended to ensate
their anti-virus is up-to-date with signatures ttois worm
and to ensure that employees are aware of theafsks
opening MS Work and other documents.

The south Korean authorities have arrested a ymang
who is alleged to have run a bot-net of roughi0Q6,
compromised computer systems. He is believed te hav
used the zombie net to send up to 18,000,000 spzait e
messages every day.
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Some of the benefits | have seen with clients we hreorked

with include:

Identification of problem areas — a client who iemknted
some basic monitoring of Windows security everdasnfl
out that an extraordinary number of password resets
being performed by the helpdesk on a daily basis.
The implementation of a more suitable passworcgoli
significantly reduced this number.

...continued page 3

Security Awareness Tip

What's on that recycled paper?

Recycling old printouts for use in the office by 7 l ‘
printing on the reverse side is a great way ofinglthe .
environment by reducing paper waste. It has becmne

popular over the last decade, with more and mdieesf

becoming ‘green’. However, we must all be carefuénsure that
the information on the reverse side of our recygiedtouts does
not contain sensitive or confidential information.

If you do have printouts that contain potentiakbysitive or
confidential information, the best way to recyddo place them
in one of the secure recycling bins, or shred tlieshand then
place into a normal recycling bin.

It's a good idea to only ever use old printoutstaaring publicly
available information for re-use on the reverse sid

New Zealand researchers have conducted a stuthg of t
amount of confidential information, including baglsuand
databases, indexed on a daily basis by the Goegtels
engine.
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Study

“staff werechanging their attitudes
towards managing situations differently”

Staff Profile What are your interests?

| enjoy gardening, puzzles & crosswords, moviesatte,
F Tanith Collinson cooking and entertaining at home.

Customer Services Manager

More recently | have developed an interest in redlgs and

Tanith has been part of the am currently in the process of mapping out our oaliy
NeoComm team for over 2 years, track for family and friends to test their drivisgills, and to

contributing her knowledge and skillave a bit of fun!
in administration and customer

service. What do you do when you're not working?

In the past | had volunteered at a local .

animal shelter taking photos of the cats &

How long have you been in the security industry? dogs for their website. More recently
| started in IT back in 1997. Since then | le i industry developing my skills in desktop publishing

for a year and came back into it part time workirign my ~ Organising our car rally and enjoying
partner. catching up with friends and family.
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...continued from page 1

Implementation of strategic solutions — anotheentlfound
that by involving the business more in the security
management process, more support and resourcesnagie
available to implement longer term solutions tousi
problems, rather than continually fighting fires.

Witch hunt capability — one of the most common likhef a
coordinated logging and analysis of security evyaatthe
ability to review system activity after the faat,arder to
identify patterns and to correlate events. Thisatdity had
proved useful in a number of cases, including whoing
dismissal cases, civil and criminal proceeding$ @ro for
vindicating employees of wrong-doings.

When looking at implementing a security monitorprggram, |
always think it prudent to start at the end. Labkvhat response
capability you want, then look at what informatiamd in what
format it should be in order to support your reg@oapability.
Finally, look at what tools and solutions you waéhuire in order
to provide that information.

Building a Response Capability

The type of response capability you need will delen your
business, industry, size and risk profile. Esséigfiyou need to
make sure you have a basic plan for respondingdorgy
incidents. This should incorporate a set of podiatements
which should form part of your organisation’s ségupolicy.
These policy statements should allocate respoitgibihd provide

standing authorisation for typical response stragegl remember

working with a large mining company a few yearskyacho

believed their network security had been comprothizea hacker

on the internet. Their immediate response wasfierof the
system administrators to pull the connection toltbernet.
Because of a lack of preparation, their resporfeetéasted for
five days, by which time they were no closer toframng
whether or not a hacker had indeed

broken into their network.

This was about the time we arrived on

the scene, and after twenty minutes of

objective analysis, determined that no

security breach had in fact occurred.

As aresult, their network had been
offline for a week. Road watrriors had
been sitting in hotel rooms all over the
world, unable to VPN into the network
and prepare proposals, send and recei
emails or any other routine tasks
requiring the network. A billion dollar
B2B portal had been offline also,
resulting in an estimated net loss to the
business of around $500,000.00.

Server Log
As you can imagine, after the fact, the NESEIE, lons
system administrator who made the ca
to pull the internet connection was
reprimanded for his actions. However,
I would wager that had there indeed be
a hacker in their systems and the syste
administrator hadn’t pulled the
connection, he would also have been 'mf“Séiggf;:ect‘DH

reprimanded.
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Paolicy, Standards
Guideline

Incident Response
Tear

Because the action to be taken in the event o$pested
compromise of system security, hadn’t been consitlend agreed
upon prior to the event, accountability for a decighat had the
potential to significantly affect the company’s toon line, rested
squarely on the shoulders of a twenty-somethintegays
administrator. If nothing else, it is an unfairsgmn to place your
system and network administrators in.

Ensuring that an approved course of action andistgn
authorisation is in place will help protect you aadi employees
from finger-pointing after the event. Once you éagwaur policy
and some sort of guidelines in place you needa& &i resourcing
and support. We generally recommend the formaifaome
type of security incident response team (SIRT). rdé@mmend
that a number of people be involved in this teapresenting each
of the key areas of your IT infrastructure (Servgyplications,
Development, Network, Security, etc) as well as s&ey
business areas that may need to be involved in@useaesponse
such as legal and public relations.
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...continued from page 3

For this and other reasons, it may be necessdoptoat
additional tools to help with the collection ofamfmation

You will need to ensure that participating in tesponse teamacross the network. Several vendors provide erserpr

doesn't involve too much interference with each roeris
daily routine. We have found that a bi-monthly nvegfor no
more than one hour is sufficient to discuss issuelschanges
to systems and infrastructure, in order to supihertesponse
capability. One of the key issues this team needsldress is
the correlation of information between systems.

For example: time synchronisation, common usernames
standard naming conventions, etc.

Analysis, Alerting and Reporting

Once the response team has looked at what infaymati
available from various systems, they will begindentify
gaps in the availability of information betweentsyss. They
will also begin to build a better picture of whatdrmation
they would need to have access too, in order tatorothe
security of their systems, as well as conduct gestigation.
With this knowledge, the team can begin lookingdoalysis
and reporting solutions that meet the specific aeddhe
team.

Data Collection, Transmission and Storage

Armed with a better understanding of the type &rimation
required, each member of the team can begin tuhiig
specific systems and applications, to generateghe
security messages.

Then comes the questions of how to get the infaondtom
individual servers to a common repository. Somgdar
organisations with a distributed network architeetwill
struggle to be able to push all relevant log infation to a
single location.

logging tools to aid in the collection, correlatiand reporting
of network security events.

Some of the tools that we have reviewed or workigd @n
behalf of our clients include:

Cisco MARS

Symantec Event Manager

Quest Intrust

Net Forensics

Kiwi Syslog

Systrack

Dorian’s Event Log

GFI LanGuard

Prism Microsystem’s Event Tracker
SNARE (Proprietary Engine, Open Source Agents)
OSSIM (Open Source)

Conclusion

Simply implementing an off-the-shelf intrusion deten
system is not enough. Creating a capability totifieand
respond to security breaches requires planningfudar
analysis and long term support from the busineksrélare a
great many tools and techniques available to asskstilding
a security monitoring solution
capable of meeting your specific
needs. However, all the tools
and systems in the world are not
going to help you if you are not
in a position to be able to react
and recover in a coordinated
manner.
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Visit our new website
Wwww.neocomm.com.au

About us

NeoComm is an established Australian protective
security consultancy firm with a solid reputatian f
delivering quality services that are exceptiondigdor mon

Just some of the many services NeoComm provides are
Penetration Testing
Physical and Information Security Review
Security Awareness Strategies and Training
Vulnerability Assessment
Risk Assessment
Security Policy Development
Web Application Security Architecture

We can tailor a service to your needs, contachday
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Contact us

t: 61 3 9894 7720
ey. e:info@neocomm.com.au
Visit our website www.neocomm.com.au

If you know of anyone who might like to receive our
newsletter, please forward on a copy.

To unsubscribe send an email to info@neocomm.cowithu
unsubscribe in the subject.

g Vist wwwnococomm.com.all to' Gnd out

how easy it really 1= to establish #secunty
cultiare witlhy NeoCormny s Securly.
Awareness ILeaming solltion.




